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• What is Digital ID

• Concerns with Digital ID

• How do Charter rights 
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• Right to Privacy

• Right to Liberty



The Horse’s Mouth
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Digital ID Across Canada

• Adopted
• British Columbia

• Alberta

• In development
• Ontario

• Quebec

• Various stages of 
contemplation

• Everywhere else
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Digital
Identification and

Authentication
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Canada
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Potential 
Issues

Mandatory 
Disclosure

Privacy Centralization 
of Information

Liberty

Passports

Banking 
control

Location 
tracking



Social Credit in 
China

• 1.02 billion individuals

• 28.34 million companies 
and organizations

• 200 million surveillance 
cameras

• 90,000 prevented from 
flying and 300, 000 barred 
from rail travel in 2019
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How does the Charter
work?

• Step 1

• Has any right been breached?

• Burden of proof is on the citizen

• Step 2

• Is the breach justified?

• Burden of proof is on the government

• “Demonstrably justified in a free and democratic 
society”

14



Section 8 - Everyone has the right to 
be secure against unreasonable 
search or seizure.

Privacy



Section 8 – Right to Privacy

• Step 1 – Was there a search or seizure?

• Step 2 – Is the search authorized by law?

• Step 3 – Is the law reasonable?

• Step 4 – Was the search conducted reasonably?
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Was there a search?

• Reasonable expectation of privacy

• Informational privacy

• Does it go to your “biographical core”
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• Probably not
• Birth date
• Address

• Probably
• Medical information
• Banking records
• Location data



Is the law reasonable?

• Purpose of the law
• How important is it?

• Nature of the law
• Administrative→Criminal Spectrum

• Mechanism used by the law
• How intrusive is it?

• Judicial supervision
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Information Sharing

What if data from the digital ID app 

is used as evidence against you?

19



Information Sharing

• Nature of the information

• Relationship with the party releasing the information

• Place where information is obtained

• Manner in which it is obtained

• Seriousness of the crime investigated
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Section 7 - Everyone has the right to 
life, liberty and security of the person 
and the right not to be deprived 
thereof except in accordance with the 
principles of fundamental justice

Liberty



Section 7 - Everyone has the right to 
life, liberty and security of the person 
and the right not to be deprived thereof 
except in accordance with the 
principles of fundamental justice

Liberty



Section 7 – Right to Liberty

Step 2
Does the limit violate the “principles of 
fundamental justice”?

Step 1 Is your right to liberty limited
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Principles of 
Fundamental 
Justice

• Laws must not be:

• Vague = Law is not clear

• Arbitrary = The law is not 

connected to its goal

• Overbroad = The law applies to 

too many

• Grossly disproportionate = The 

law infringes rights too much 

compared to its purpose
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So your rights have 
been infringed. Now 
what?

Section 1



Section 1 - Justification

• The government can try to justify the law

• 4 Step test

• Pressing and substantial objective

• Rational Connection between means and ends

• Minimal impairment

• Proportional

26



The Danger 
of public-
private 
partnerships
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Thank you

Hatim Kheir

JCCF.ca
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