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« Concerns with Digital ID

* How do Charter rights
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* Right to Privacy
 Right to Liberty




The Horse’'s Mouth

What is MyAlberta Digital ID?

It's a free account that lets you prove who you are online without
paper documents or face-to-face visits. MyAlberta Digital 1D gives
you seamless access to a growing range of government sites and

services, while protecting your information and privacy.




What digital ID is and is not

Digital 1D is ¢
security and ents.

Iitcan i d other digital devices (like tablets or

compu both online and in person.

d make Ontario one of

Digital 1D is the foundation that wi enable easier access 1o online services
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the world's most digitally advancea ju businesses and the

government that is estimated at $20 billiont1],



Digital ID is:

X NOT stored in a central database — your digital ID is stored only on your personal mobile
device (for example, your phone or tablet) or computer and can be turned off remotely if
your device or computer is lost or stolen

X NOT a tracking device — the government will not know where you have been or where
you used your digital ID

X NOT usable without your permission — you must always consent (agree) before sharing
any information
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HEALTH CARE

What are the real benefits?
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Practitioners and Organizations

GOVERNMENT SERVICES
Patients (clinics, hospitals, paramedical, Policy-makers (Government)

What are the real benefits?
medical research groups)

C
1=
Owvercome cumbersome manual processes (such as business registration, licensing, permitting and
inspections) for more efficient interactions with local, provincial and federal government departments
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Use Cases: Digital identity is critical to Canadian
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What are the real benefits? 8

»~— Financial Institutions (Fls): ~ Va Clients and Consumers:
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o
Access sarvices they need quicker and more
efficlently by providing consent to share their data
across departments. This can decreasein-person
appointments and paper application processes
and increase accessibility for those living in rural
and remote communities by mitigating needs for
commutes

Navigate the govemment administrative process-
es with more confidence and ease. \With a unique
digital ID, citizens can “log into™ government
services, similar to how they log into a bank
account and access their services all in one place

10



& DIACC

Use Cases: Digital identity is critical to Canadian
inclusion and economic rosperity

EE Easily facilitate transactions by connecting their payment services
GOM M EHC E ) 4 provider to retailers

What are the real ILE@_*—' Improve processes for remotely conducting transactions from
benefits? = distant geographic locations

El Minimize their risk of identity theft and privacy breaches with data
minimization established - consumers provide their information on an
as-nesded basis, protecting their privacy and preserving anonymity

Consumers:
21 Benefit those working in the ‘gig economy’ (i.e. freelancers and
=\ Uber drivers) with remote authentication across digital channels.
: With one click, platforms like Uber can verify these workers, and
_. Irﬂ g . they could be trusted by both the platforms and customers
O) .
! i
. [
—===l o Accurately and securely verify the
— Q shopper’s age when selling restricted
______ : $/:| Retailers goods and content
b - —© (in-person): _ o
=3 Heduce commercial transaction times
I f *{.-'ﬂ “{} and/or costs with automation (i.e. faster
- et - : i
Tl 1—;& !nt.erammns at t.hr_a check-out), resulting
’ in increased efficiency
e

Reduce their risk for customer fraud or breaches by accessing
/ anly need-to-know details
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Use Cases: Digital identity is
critical to Canadian inclusion and
economic prosperity

CIVIC ENGAGEMENT

What are the real benefits?

i

» Vote online, increasing accessibility for those living in rural
and remote areas that face difficulty travelling tovote
in-person, and minimizing many pain points that have
discouraged people to vote.
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A look at COVID-19 proof-of-vaccination programs

across Canada Ty

POtentlal Privacy Centralization
Issues of Information

Most bank accounts frozen under the Emergencies
Act are being released, committee hears

More than 200 bank accounts holding almost $8 million were frozen in effort to end
convoy occupation |Location

Report says '‘ArriveCAN' app permissions may have used
location data
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Social Credit in
China

* 1.02 billion individuals

« 28.24 million companies
and organizations

« 200 million surveillance
cameras

+ 90,000 prevented from
flying and 200, 000 barred
from rail travel in 2019




How does the Charter
work?

* Step 1
* Has any right been breached?
« Burden of proof is on the citizen
* Step 2
* Isthe breach justified?
» Burden of proof is on the government

« "Demonstrably justified in a free and democratic
society”

CANADIAN
CHARTER OF RIGHTS
__AND FREEDOMS
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be secure against unreasonable Privacy

I Section 8 - Everyone has the right to
search or seizure.




Section 8 - Right to Privacy

* Step 1 - Was there a search or seizure?
* Step 2 - Is the search authorized by law?
* Step 3 - Is the law reasonable?

* Step 4 - Was the search conducted reasonably?



Was there a search?

» Reasonable expectation of privacy

* Informational privacy

* Does it go to your “biographical core”

* Probably not * Probably |
e Birth date * Medical information
e Address » Banking records

e | ocation data

17



s the law reasonable?

 Purpose of the law
* How important is it?

* Nature of the law
* Administrative<—>Criminal Spectrum

* Mechanism used by the law
* How intrusive is it?

» Judicial supervision



Information Sharing

What it data from the digital ID app
is used as evidence against you?



Information Sharing

e Nature of the information

* Relationship with the party releasing the information

e Place where information is obtained
e Manner in which it is obtained

* Seriousness of the crime investigated



Section 7 - Everyone has the right to
life, liberty and security of the person
and the right not to be deprived
thereof except in accordance with the
principles of fundamental justice



Section 7 - Everyone has the right to
life, liberty and security of the person
and the right not to be deprived thereof
except in accordance with the
principles of fundamental justice



I Section 7 - Right to Liberty

ls your right to liberty limited

Does the limit violate the “principles of
fundamental justice”?
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 Laws must not be:
*Vague = Law is not clear
* Arbitrary = The law is not

Principles of connected to its goal
Fundamental * Overbroad = The law applies to
Justice too many

* Grossly disproportionate = The
law infringes rights too much
compared to its purpose



So your rights have
I been infringed. Now =
what?




Section 1 - Justification

* The government can try to justify the law

» 4 Step test
* Pressing and substantial objective
 Rational Connection between means and ends
e Minimal impairment

* Proportional
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Thank you
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